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MAKING ACP HIPAA COMPLIANT
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WHAT IS ACP CLOUD?

ACP Cloud is a cloud hosting platform that has been built from the ground up with security, compliance, and
performance in mind. All ACP Cloud systems are enterprise-grade hardware with redundancy built-in. Some
features include: 

User-Friendly Control Panel
SATA SSDs, NVMe SSDs 

Always Available Support 24x7x365
Comes with a 100% Uptime SLA

NEED ALTERNATIVE SERVICES?

Atlantic.Net also provides Dedicated Cloud Hosts, Bare-Metal Dedicated Servers, and Server Colocation. We can
provide a dedicated cloud host or a bare-metal dedicated server, set up a secure Firewall, and sign the Business
Associate Agreement for an alternative option with a more dedicated and scalable solution.

HOW TO MAKE ACP HIPAA-COMPLIANT?

• Fully Managed Firewall
Intrusion Prevention Service
Anti-Malware

•
•
• Vulnerability Scans
• Patch Management

A Signed Business Associate Agreement (BAA)

WHAT CLASS-LEADING FEATURES DO YOU GET FROM ACP?

Compute with RAID Storage

Atlantic.Net can work with you to conduct a Risk Assessment to understand if PHI is in-scope
Atlantic.Net HIPAA-Compliant Managed Cloud Services

ACP can implement multiple managed services to make HIPAA-Compliance much easier to achieve. To make this
happen, you may need the following.

Fully Managed Services Available
Tier 1 Carriers, Redundant Full Stack Networking
Windows, Linux, or FreeBSD Servers

One-Click Hosted Applications
Encryption at Rest by Default
Physical Security Controls
Audited and Certified Data Center Hosting in Seven
Locations
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These additional services will help you meet this objective and are all available as additional Managed Services
from ACP:

Anti-malware is a required element for HIPAA; Atlantic.Net can provide Trend Micro Anti Malware if you do not
currently have your own solution.

This solution features a customizable security infrastructure that allows our engineers to tweak it to your specific
needs. Threats are monitored and prevented in real-time; the IPS works with the Managed Firewall by inspecting
packets that the firewall has already accepted as legitimate.

In conjunction with a strong password policy and secured VPNs with encryption, MFA is the defacto choice for
securing all computer assets. With a managed service, MFA can easily be set up at scale, and MFA authentication
software can be distributed to users.

Remember: You Are Responsible for the Integrity and Security of ePHI

ATLANTIC.NET CLOUD PLATFORM:
MAKING ACP HIPAA COMPLIANT

CELEBRATING

INTRUSION PREVENTION SYSTEM (IPS) 1

MULTI-FACTOR AUTHENTICATION (MFA) 2

This ever-popular add-on empowers each client to focus on their business while our technical teams monitor and
manage the server 24x7 to ensure the system is running well. We can manage CPU, disk, memory, database
services, DNS, email services, deployments, file sharing, and so on. Check out our scope of services page for the full
breakdown..

SERVER MANAGEMENT 3

This critical service is part of the Server Management service and is designed to scan and interact with your
environment, looking for unknown weaknesses such as those found in software, application configurations, or
operating system security holes. Continuous updates are the number one method of protection against data
breaches, and the vulnerability scan will tell you of known weaknesses so you and Atlantic.Net can get them
patched.

VULNERABILITY SCANS 4

TREND MICRO DEEP SECURITY 5
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You can start your HIPAA Journey right now by emailing Sales@Atlantic.net. If you have any
questions, please get in touch! Contact an advisor at 888-618-DATA (3282)  

Simple Signup Process

Managed Veeam Backup Service
Offsite Backups and Replication
Network Edge / DDoS Protection
Consultancy Services

Want to free up your valuable time and bring
focus to more important tasks to achieve your
business objectives? Our experts are ready to
help with optional managed services. This is how
we add additional layers of managed security
services to further optimize and secure your
HIPAA-Compliant hosted solution on our public
cloud.

For over 25 years, we've helped thousands of organizations with industry-leading hosting
solutions, and we will do the same for you!

Our certifications showcase our expertise and tenacity in maintaining the best
HIPAA-Compliant Cloud environment. We hold SOC 2 and SOC 3 certifications and we are

HITECH and HIPAA-Compliant Audited.

ADDITIONAL MANAGED SERVICES

FREE UP YOUR IT RESOURCES AND

SAVE BIG!
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HIPAA-Compliant

SSL Certificate

Private Hosted 
Environment

SSAE Certification

Business Associate’s
Agreement

Multifactor
Authentication

Firewall

Offsite Backups

Encrypted
VPN

SSL VPN

Hosting Checklist
The core considerations of HIPAA for any 

companies working with electronic medical records 
are privacy and security. The HIPAA Privacy Rule 

and Security Rule are what you need to be 
concerned with if you are getting certified (unless 
you are a health insurance company or similarly 
provide healthcare plans), and they are the same 

HIPAA-Compliant hosting requirements you should 
consider in a web hosting company.


