
The core considerations of HIPAA for any companies working with electronic
medical records are privacy and security. The HIPAA Privacy Rule and
Security Rule are what you need to be concerned with if you are getting
certified (unless you are a health insurance company or similarly provide
healthcare plans), and they are the same HIPAA-Compliant hosting 
requirements you should consider in a web hosting company.  

Below is an 8-part checklist of HIPAA Compliant Hosting requirements.
Despite being simple, it covers all the standard bases with enough detail for a
general picture of what you need. Here are the eight elements you need for a
HIPAA-Compliant hosting environment:
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-
ration changes. Be aware that you need to get everyone prepared for this change so your business continuity is intact: everyone should be 

You cannot have a platform that shares resources with any other entities if you want to achieve HIPAA compliant server requirements. 

Multifactor 

matching the username provided.

 

You want to have your data backed up in an external location. This requirement is a reasonable way to ensure all the EMRs are safe. Note
how many of these requirements are probably already in place for your company. Very little is required additionally to the security 
parame-ters that most enterprises and many SMBs already have up and running. Again, hosting services must meet this and the other HIPAA
compliant hosting requirements as well.

Offsite backups are a security tactic and disaster recovery technique that means data, and in some cases software, is being stored at a
remote location from the company. Offsite backups are also called offsite data backups or offsite data protection – albeit, the latter really 
denoting the safeguards of the external environment. Offsite backups are simply a distribution or diversification method to prevent total
loss of your valuable ePHI (electronic protected health information). 

MULTIFACTOR AUTHENTICATION

OFFSITE BACKUPS

PRIVATE HOSTED ENVIRONMENT
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In a private hosted environment, the data is all in its own place, so it is not being shared or intermingled with the information of other apps 
or hosting users.

 

All certs create https protocol and a lock icon, along with brief information available to all web users. EV is represented by the green address 

SSL CERTIFICATES

SSAE 18 SOC 2 SOC 3 CERTIFICATION

SSAE 

This standard provides guidance on best practices through which organizations can report on their compliance control, as gauged through a
formal audit.

In addit

independent auditor, who verify and attest to controls, checks and balances of the infrastructure, as it relates to logical and physical
controls and security.
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If you use any outside entity to assist with your EMR, including a hosting company, you must have a BAA signed with that organization. That 
document does not clear you of your own responsibilities related to HIPAA, but it does delineate the role that the hosting company takes 
and ways in which they should be held liable for any breaches, etc.

A HIPAA b

sensitive personal data and records of patients.

Covered entities are healthcare providers, plans, and data clearinghouses, while business associates are any organization doing business 
with covered entities in a manner that involves PHI.

BUSINESS ASSOCIATE AGREEMENT (BAA)
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Atlantic.Net stands ready to help you attain fast compliance with a range of certifications, such as SOC 2
and SOC 3, HIPAA, and HITECH, all with 24x7x365 support, monitoring, and world-class data center
infrastructure. For faster application deployment, free IT architecture design, and assessment, visit us at
www.atlantic.net, call 888-618-DATA (3282), or email us at sales@atlantic.net.

Find Out More?


